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motivation

Abhangigkeit von IT

= Automatische Uberwachung aller relevanten
IT Komponenten (24x7)

= Benachrichtigung bei Ausfallen

= Vermeidung von Ausfallen durch vorzeitige
Informierung

* Troubleshooting
= Metriken / SLAs

v' disk space, cpu/mem, backups, mailing, ups,
internet connectivity, services, processes,
business applications, network devices, printers
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Alerts:EventsControllerfrecent_events

ChartData:MetricChartsCentroller#fapp_breakdown Expand performance preblems Collapse all

Summary Trace details SQL statemants

Apl taCentroller#mult_app_data
Duratlon (ms) Duratlon (%) Sagment Timestamp

ApplicationsContreller#load_app_server_transactions 2820 N CurrentStatusControllersstatus_bar

ChartData:MetricChartsControllerserror_rate 4% 0 9 29 fast method cal

ActionDispatchzRouting=RouteSet#call
CurrentStatusController#status_bar

ChartData:BaseChartsContrellerfcombined ;

‘ApplicationsControllersindex json 16 26 fast method calls

ApplicationsContrellersshow 2,710 [ 96.14% SQL-UPDATE

CoreApi:V2:Resources:Servers#data 6 SQL detalls

" UPDATE ‘sessions’ SET “is_dirty “session_timeout_time' = '2014-18-87 28:16:39', ‘current_account_id’ = 89134, ‘updated_at
- N 28144 N ‘. session_id" faZebfeda575d686bBE5ThA12fTTefdb"

ChartData:MetricChartsControllertisingle_matric

ChartData:MetricChartsController#matri

Apl :DataCentroller#chart_data

Apl ThresholdValuesController#index P ETS DGl e
ApplicationsController#hosts L 1. ' ey "f"“ Ada :5‘: : : :::E::::quv g
CoreApiV2:Resources:Applicationsédata | 75% - :::::‘::;::::: :;::::::t:::::::::::::: 146 calls / min,.13.43k ms/ v

Api:V1:DataControllerédata - i . - . :“WE‘ETSESHM et 30 calls /min JDBC ZJDBC backends
: O 2108 ms

*block in notify_ohservers®

Infrastructu ostsController#show

Java 0 error/min
“notify_ohservers' T~ .
==k E-Commerce @ Order Processing
A e L e e R Eimed Tae Tl
Show alltransactions table... awthentication_helpers.

LA _rerify_authed correctly: Overview Nodes Slowest DB and Remote Calls Business Transactions

AccountFeed: ntFeedsControlierfindex

ApiNTzAccountsControllersindex

: http://newrelic.com/application-monitoring/features

Node Health Response Time 6 ms \ /N / _‘v

9 calls / min,'12 ms (async) I o Normal A
MS 0 Warning JDBC backends
\ B 1 critical Calls 9 calls / min
118 calls

Errors 0 errors / min \,_\/\/\\
0 errors

Scalls/min0ms—

JDBC Oracle - 10.0.0

AppDynamics, | boundary, § New Relic, Dynatrace,

————— 9 calls7 min

. 6ms
Active MQ-OrderQueue 0 error / min

Order Processing

src: http://www.appdynamics.com/product agement/
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= Sie konnen und mochten alles Gberwachen = -

e UEER T )
= E-Mail Benachrichtigungen funktionieren schnell und zuverlassig

T A — |V A

= Wenige Systeme zu Beginn halten den Aufwand in Grenzen
T " B3

=

>

= VViele Erweiterungsmaoglichkeiten durch Plugins
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47 contact_name Jdes host_name bogus-router

48 alias John Doe alias Bogus Router #1
S0 host_notifications_enabled 1 address 192 .168.1.254
50 service_notifications_enabled 1 parents server-backbaone
il service_notification period 24x7 check command check-hast-alive
22 check interval 3

= retry interval 1

= max check attempts 5

56 check period 24x7

57 process_perf data 4]

58 pager 555-5555@pagergateway - localhost - localdomain retain nonstatus_information 1}

29 addressl EExEx.xvvyiica.com contact_groups router-gdming
60 address2 555-555-5555 notification interval 30

61 can_submit_commands 1 notification_period 24x7

62 H notification_options d,u,r

63 ¥

64

65

memkbers netwarel, netwarez, netware3, netwared

69 }

70 '

71 define gimepsriqdi

72 timeperiod name define service{

T alias host_name linux-server

T4 sundav service_description check-disk-sdal
75 monday check command check-disk!/dey/sdal
T8 00:00-09:00 00 00 5

” » Sie ignorieren Ihre Benachrichti besonders die W, :

78 gnorieren lhre Benachrichtigungen (besonders die Warnungen) :

79 friday 00:00-09:00,17:00-24:00 ; Every Friday of every week - riod 24%7

= tion interval 30

81 } -

oz tion period 247

86 define host{ notification options W,C,T

a7 host name . . contact_groups linux-admins

oo [ = Host-Orientiert )

89 display_ name Splay narme

a0 address addre=ss define ggrvicsgroupi

91 parents host_names gervicegroup name dbservices

92 hostgrowns hostgroup names alias Database Services
93 check command command_nams members m=1,5QL Server,msl,35QL Server Agent,msl,5QL DTC
94 initial_state [Q.d,u] }

95 max_check attempts %

Ll check interval # define commandi{

97 retry interval % command name check pop

= active checks enabled 0/1] command_line /usr/local/nagios/libexes/check pop -H $HOSTADDRESSS
99 passive_checks_enabled [0/11

100 check_period timeperiod name !

101 obsess_over host [0/1]

102 check freshness [0/1] define seryicedspendsncyl

103 freshness_threshold # host_name WL

104 event handler command name service description Apache Web Server
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Nagios

Framework / scheduling engine
* Release: 1999
* OS: Linux
* |Input/Output: Textdateien (Konfiguration / status.dat)

Hosts: Server/Netzwerkgerate o0.3. (,,Container”)
Service: Auf Hosts zu iUberwachende Elemente
Plugins: Programme/Skripte, die Abfragen ausfiihren
(check_http, check_printer) H&El\
o o o 0 Windows Computer 3 Magios Server
Aktives + Passives Monitoring - O

Firewall allows trafic from
nagios on port 12489

src: http://nsclient.org/nscp/wiki/doc/usage/nagios




Nagios

anNnn Nagios
Lalelallcllallalaliv o i 1681 129 @
(0] Yabao! Coogle Mgt Selemhum Licomes, | Rasults: dev  Bulld Seate Tess e My Suge |

Host Status Totals Service Status Totals

Host checks (ping) alle n Minuten Nagios |yt mEmEEIET| o

Npgos® 308 - waw sacges o m = i i
. UP
[Monitoring

General Logoed n o mege:s mivey — ———e———d
| PSR =
° U N R EAC H A B |_ E ::-m“:’ :..;..T* Service Status Details For All Hosts

up Overview

p Summary

O DOWN L u,,‘,:,‘,,,‘, Goid ot Cortonnt Lo o 0L 122000 12399  CadhBmin " OK . oot avatnge 006090, 008
Sorviconrous Overview [ Wy B orA2 122634 00N B " IBERS OK « t unars curvently kgged n
roup Summary HILr L WARNNG L2200 128 T Ads e MTTH WARNMNG HTTIVE | 400 Auther ston Nanand
- ”":':;:'p od MO [ 012274 T Ty [N PYNG OK « Packet bas = 0%, RTA = 0.08 ma
3-0 Status Map Tt Parston o OLARD00 12 D Ot B Mw - DI O bme spacn /S8 M0 (02 eodest i %)
o o0 b= OLA22000 122004 MO0 e S " B OK - Opantitb(_ 4 Tpt Datwn Butnrbe! J (promesd 2 0)
Do Vama o DLAZ2000 12294% 00 00 e A8e " BN O 100% W (500 MO ot of S8 W)
Problems Losiocessss OIS O O Am 0% [ PROCE OK 12 procassss with BTATE « AZOT
* Unhandled
Network Outages = Coetoed Luad oK [ 0« el vainge 002 0.08, 008
Cusrord Users o= 14 JBEME OK - § unars cusantly ooed
. . . T TIa1a "-:;—w 120000 122008 0N Im Al e Comectun ivhned
Service checks (plugin) alle n Minuten === e ——
st Pesten o= DR122000 122920 D0 .0h Om 33 " CHER O« bpw apdcn. / B68 ME (629 Fodesti )
* Commer PENDMG WA O n 40n e " Sarvion thech acheced by Mon Jan 12 1250 01 MST

Dawntin
° OK it WA DO ImAD M Barcicn Chack Schecied o Mom Jan 12 123004 MST 2009
- NA 2 0N e 40w e ™ Barvs Chach sohadiad b Mo Jan 17 1230 '8 Mt
Performance 1nfe
* Schaduling Quave (A1) PEA220N 122708 oa On gm Sou iRy O, - ad wearnge 001, 807, 008
° W R N | N G 04122000 1227 41 STOFR TS 14 JSENS OK - 1 usars cumantly oged n
A Reporting 0012-2000 122821 OuON Tm Ma w MTTP OK HTTF S 200 O« 1369 ryles i 0 063 saconds
Trends ) ox 00122008 1224 58 0d On O S8s [ PING OX - Packet bas » 0%, RTA =005 o
Avaltability st Pacsta) o 01122008 12290 0 O O 208 " DUSK OK - bow apace: [ 568 MO (62% rodest %)
* Alert Histog
[ ] U N K N OWN M‘" N::':""'" 55 <{} mNOWNG NA 5 O 2 40w e " Sarcs chack schedsed Yor Mo Jan 17 12 3011 MST 2009
Alort Summary Deaou Vaaae PENOING NA 000N dIm4dn e (3 Servs chech schedued Sor Mon Jan 12 12 30 5% MST 2000
1 <orses  PENDING NA O Oh Do 40u» " Sorvice Chech achedued S Mon Jan 12 28 MST 2000
e CRITICAL
Configuration Jiaay o Bebies Olatad

View Config

Auslosung eines Events/Kommandos bei Statuswechsel
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check_mk

T
c . . Event- Status e Custom
CMK Projekt: Sammlung von Erweiterungen zum Nagios | *ewoe | ou | = | ¥ | " fapplcations| | | | oy
. o 4Nagios
Monitoring-Kern Multisite Web Platform
+Li\;re:‘,tatus J HRD*TO 4
Kernbestandteile (Auszug): acmon Morktaring Core (Neglos /cinge) m:
’ : N #]cmk Notify
= Configuration & Check Engine (+ check_mk_agent) . Hvecheck -
Automatische Serviceerkennung und Konfigurationserzeugung | ¢
= Livestatus Check MK :: £l | & =
Nagios-Broker-Modul fiir Zugang zu Statusdaten gl L=l L5 5
von Hosts und Services 1 TP or SsH l l "snmp | l “rconp! §
= Multisite RAK VA b £
Web-GUI: verteiltes Monitoring durch mehrere Instanzen, o] I }""l HOK) s | | i | [Rover| | o | S | | sever ﬁ
Integration von NagVis/PNP4Nagios, LDAP-Anbindung == e L [ e g
= WATO = - kS

Check MK Web Administration Tool

src: https://mathias-kettner.de/check_mk.html




check _mk agent

Merkmale

Serviceerkennung durch den Check_MK Agenten

Passive checks
Alle Hostdaten werden in einem Aufruf Gbermittelt
Performancedaten werden in eine RRD gespeichert

Automatische Inventarisierung

Automatische Konfigurationserzeugung

Nagios’

active check

check _mk retrieve djta

passive checks @l @

R
RRD

s

Tce

current state

Host

Agent

M

inventory_services = ['TSMListener', *Httpd', 'TapisSrv' ]

src: https://mathias-kettner.de/check_mk.html




check _mk agent

Windows Agent

* |nstallation als Windows Service
e GrolRe <140 KB
e Konfigurationsfrei

* Abfrage Gber 6556/TCP

Installation

C:\some\directory\> check_mk_agent.exe install

C:\some\directory\> net start check_mk_agent

Linux Agent

* Installation Gber Repository oder Monitoring via SSH

~Senice | loons | Stasdesn | Ago |Checkea

&[] OK-Agentversion 1.1.13i3, |
R = execution time 0.2 sec 2min|  2sec
S = [ OK-11% used /2 CPUs (in last 3

CPU utilization = secs) 2 min 2sec

Disk IO &% [ ©OK-0.00B/secread, 38 00KB/sec

SUMMARY & write 2min|  Zsec

_ OK-30.0% used (17.99 of 60.0 GB),
fs_Cy @ {levels at 80.0/90.0%), trend: 2min 2 sec
+27 28MB / 24 hours

LOG =

Application = @ OK - no error messages 2 min 2 sec

LOG Internet =

Explorer = @ OK - no error messages 2 min 2sec

LOG Security % @ OK - no error messages 2 min 2 sec
=

LOG System = @ OK - no error messages 2 min 2 sec

OK - Memory usage: 25.8% (0.3/1.0

Memory and a0 [ N

= o gg;, Page file usage: 6.8% (0.2/24  2min 2 sec
&[4 OK-Offsetis +0.7 sec (levels at 30/60

System Time = sec) 2 min 2sec

) = [4] OK-up since Wed Jun 27 14:23:24
Uptime 4= 2012 (0d 00:05:43) DO SEEE

/it

0.00M/is iJ_U4I'I.-'I.|'5

29%

a 20%
07s

00d 00h 05m

userghost> telnet windowshost 6556
<<<check_mk>>>

Version: 1.1.13i1

Agent0S: windows

WorkingDirectory: C:‘\some\directory
ConfigFile: C:‘\some\directory‘check_mk.ini
AgentDirectory: C:\some\directory
PluginsDirectory: C:\some‘\directory‘\plugins
LocalDirectory: C:\someh\directory\local
OnlyFrom: 8.9.8.8/8

<<cuptimes>»

12227

edfrry

C:\ NTFS 562902472 18363388 44538592 38% C:°\

src: https://mathias-kettner.de/check_mk.html



check _mk config

Config Syntax )

all hosts = [
'smucsrv@s |muc’,
'smucsrv@s |muc',
'smucsrv@s | muc | test',
'smucsrvll |muc | test',
‘sparsrved |par|sap’,
'sparsrvi@s |par|test|sap|R¥_84",
‘smatel |ping’,
'smate? |ping’,

1

host_groups = [

( '‘munich*, [ 'muc® 1, ALL_HOSTS ), # all hosts with tag muc
( 'saptest',[ 'sap’, "test' ], ALL_HOSTS ), # hosts with tags muc and test
( 'mathias',[ 'smat@l', 'smat@2' ] ), # the hosts smat@l and smat@2

1

check_parameters += [
( { "levels" : (95.8, 98.8)} , ALL_HOSTS, [ "fs_jvar™ ] ),
( { "levels" : (75.8, 85.8@)}, [ "winmn™ ], ALL_HOSTS, [ "fs_" 1 ),

1

src: https://mathias-kettner.de/check_mk.html



multisite

&

Host Statistics

C heckrm 2014.1023
= /

Tactical Overview x

v Overview Service Problems (unhandled)

Host & Services Problems
Main Overview
Network Topology
» Hosts
v Hostgroups
Hostgroups
Hostgroups (Grid)
Hostgroups (Summary) bastian-
» Services kuhn.de
» Servicegroups
» Business Intelligence
» Problems bastian-
» Addons kuhn.de
» Event Console
» Inventory
» Other

bastian-
kuhn.de

HTTP
bastian-
kuhn.de

HTTP
bastian-
kuhn.de
Zert

proc_Nginx @ Haw

Check MK 5% 1+ @

» Monitoring Agents

WATO - Configuration

Mount ‘%_"27 '

Main Menu heater ' ;htions of /

Hosts
Host Tags

. Global Settings &
Host & Service Parameters heater  fs_/ D H

"
e
Py
o
¥

<
=
)

Host Groups

Service Groups

Users

Roles & Permissions
Contact Groups
Notifications

Time Periods

Logfile Pattern Analyzer
BI - Business Intelligence
Distributed Monitoring
Audit Logfile

Backup & Restore
Event Console

CRITICAL -
Socket timeout
after 10
seconds
CRITICAL -
Socket timeout
after 10
seconds
CRIT-0
processes (ok
from 4 to

20) 0
Could not
execute
‘fusribin/ssh’. ,
execution time
60.0 sec
WARN -
exceeding:
barrier=1
WARN - 81.1
% used (2.60
of3.21 GB),
(levels at
80.00/90.00
%), trend: -4.42
MB /48 hours

99 min heater
2014-12-25 15:21:57

2014-12-25 15:26:55

2014-12-26 21:10:33  2014-12-27 10:35:25

2014-12-27 10:37:25

2014-08-30 00:00:04

2014-11-27 05:40:56

CPU load

103 min heater CPU load UNKNOWN - 15min load 1.49, listindex out of range

Process Inventory demo655 (quest)

fA NoChanges £ Main Menu <& Parameters for Inven.. |
Main directory
Rules in folder bk_Webserver
& £ [ @ = Hostnameis bastian-kuhn.de
& % 2 [ = Hostnameisbastian-kuhn.de
@ % 2@ - Hostnameisbastian-kuhn.de
& & 2@ = Hostnameisbastian-kuhn.de
& # |4 @ = Hostname isbastian-kuhn.de

OK - 15min load 1.49, (predicted reference: 1.23)

B Used Rulesets

Service Description:
Process Matching:
Name ofthe User:
Performance Data:
Levels:

Service Description:
Process Matching:
Name of the User:
Performance Data:
Levels:

Service Description:
Process Matching:
Name of the User:
Performance Data:
Levels:

Service Description:
Process Matching:
Name of the User:
Performance Data:
Levels:

Service Description:
Process Matching:
Name ofthe User:
Performance Data:
Levels:

Nginx
nginx:

on
3

.4
php-cgi
Jusrbin/php-cgi
www-data

on
5

5
MySQL
lusr/sbin/mysaqld
mysql

on
1 1

uWSGI Python
i i ~ini

ini —ini

on
3

S
MongoDB
Jusrbin/mongod

on
1




OMD - Open Monitoring Distribution

Software Bundle aus Nagios und vielen zugehorigen Addons S EI LR L

=  Nagios
=  Monitoring Plugins
"  nsca
* Als RPM/DEB Pakete zu beziehen oder liber Repositories Idn‘ga S R
Shinken
NagVis
pnp4nagios
rrdtool/rrdcached
Check_MK
MK Livestatus
Multisite
Dokuwiki
Thruk
Mod-Gearman
check_logfiles

* Integriert, vorkonfiguriert

Zusatzliche Features
* Mehrere Instanzen pro Host (,sites”)
* Einfache Erstellung von sites

e Performanceoptimiert

* tmpfs check_oracle_health

* rrdcached check_mysql_health
jmx4perl
check_webinject
check _multi

src: http://omdistro.org/



OMD Installation

Beispiel Ubuntu Server 14.04 LTS

Download der DEB Datei und Installation:

# wget http://files.omdistro.org/releases/debian_ubuntu/omd-1.20.trusty.amd64.deb
# dpkg -i omd-1.20.trusty.amd64.deb

# apt-get -f install

Siteerstellung:
# omd create kundel

Start der Site (Nagios und alle zugehorigen Prozesse):
# omd start kundel

Konfiguration lber http://localhost/kundel

src: http://omdistro.org/
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OMD Config
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OMD distributed monitoring

Anbindung uber multisite

sites = {
# connect to local Magios
"local™ : {
"alias" : "Munich"
N
# connect to remote site
"paris”: {
"alias"; "Paris",
"socket": "tcp:18.9.8.2:6557",
"persist”: True, k\\rﬁastﬂr
15 . .
1 \ Push configuration
Distributed Monitoring omdadmin (admin) 15:50 MK slaveSite?
\S|a?u’ESIIE1 N f/
£i 5Changes 1 Main Menu [P New connection — - ___

Connections to local and remote sites

& 3 master  The master ste localsite
£ P savester USSR 450011846551

: - The second " i
£ B saveste2) o tcp:10.1.1.84:6552
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MS Exchange monitoring

Beispiel lokale Checks




Vielen Dank!

Referenzen
OMD: http://omdistro.org
Check_MK:  https://mathias-kettner.de/check mk.html
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